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Texas Comptroller of Public Accounts
Distribution Center

1811 Airport Blvd.

Austin, Texas 78702
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The Texas Comptroller of Public Accounts (CPA) issues this Price
Request (PR) to solicit pricing through a DIR Contract.

PR Terms: CPA terms and conditions are set forth in Sections I-VII of
this PR.

All Costs: Respondent must include all costs for providing the
requested items as defined in this Price Request on the Mandatory
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920-76
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*By signing this Offer, Respondent certifies that if a Texas address is
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Texas Bidder as defined in Section 2155.444(c) of the Texas
Government Code.

OFFERS MUST BE SUBMITTED ELECTRONICALLY
VIA EMAIL TO:

bidcpa@cpa.texas.gov

VENDOR IDENTIFICATION NUMBER

Texas |dentification Number:

AN IDENTIFICATION NUMBER IS REQUIRED TO PROCESS PAYMENT
FOR GOODS/SERVICES PURCHASED AGAINST CONTRACT AWARDS.
THE FEDERAL EMPLOYER IDENTIFICATION NUMBER (EIN) WILL BE
USED TO ESTABLISH A PAYEE ID NUMBER. PLEASE ENTER YOUR

reoeracein: 1O OO OO HON

DUNS No.

CHECK HERE IF YOU ARE A SOLE OWNERSHIP OR PARTNERSHIP: I:l

In an effort to minimize identity theft, every company MUST have an Employer
Identification Number (EIN), also known as a federal tax identification number
prior payment under an awarded contract. For information on obtaining your
EIN, you may call the IRS at 800-829-4933 or visit the following web site:
http://www.irs.gov/businesses/

Respondent submits this Offer under the following DIR
Contract:

Respondent’s point of contact for the submitted Offer:

Name:

Phone #:

Fax #:

Email:

(Rev. 1/7/2020)
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SECTION I
SPECIFICATIONS

A. Introduction

The Texas Comptroller of Public Accounts (“CPA”), a state agency, issues this Price Request (“PR”) to solicit pricing for
Identity Services Engine Assessment Services (“Services”). CPA’s objective is to obtain Services that represent the best
value for CPA and the State of Texas according to the terms and conditions listed in this PR.

CPA anticipates making a contract award to one (1) Successful Respondent for the Services required by this PR.
CPA reserves the right not to award a contract for the performance of all or part of the requirements of this PR.
This PR is not exclusive and CPA reserves the right to issue additional solicitations regarding the services described
in this PR or similar services at any time. All Respondents are encouraged to offer their best pricing at all times.

All costs associated with the Services must be included on Section IT (Mandatory Price Sheet) and submitted in the
Respondent’s Offer. Offers that do not meet all of the requirements or contain all of the required documentation
specified in this PR may be rejected as non-responsive.

B. Background
B.1. General

CPA’s Information Technology (IT) Division uses Cisco equipment (e.g. routers, switches, firewalls, etc). CPA has
implemented Cisco Identity Services Engine (ISE), replacing the Cisco Secure Access Control System (ACS) solution.
Cisco ISE provides authentication for administrative access and network access: wired, wireless and remote Virtual Private
Network (VPN). Cisco ISE authenticates wireless clients with a username and password. Remote VPN authentication uses
a username and password but adds multi-factor authentication with a different vendor. Wired network access authenticates
with either a host certificate, mac address or ISE profiling.

B.2. Current Environment

At present, CPA uses the following existing network infrastructure:

e  Four (4) ISE nodes:
o Software version 2.7
o Two (2) Administration and Monitoring Nodes
o Two (2) Policy Service Nodes

e 110 Cisco Catalyst 9300 series switches (9300’s):
o Software version 16.12

e Two (2) Cisco Catalyst 9800 series wireless controllers (9800’s):
o 200 access points

e Three (3) Cisco Adaptive Security Appliance series firewalls:
o Software version 9.14
o Cisco AnyConnect VPN client version 4.10

In total, there are 3500 CPA staff members using 3000 Windows 10 and 500 macOS laptops with approximately 12,000
total end points.

C. Definitions and Acronyms
e CPA. Texas Comptroller of Public Accounts.
e CT. Central Time.
e Fiscal Year. The State of Texas and CPA’s fiscal year that begins on September 1 and ends on August 31.
e ISE. Identity Services Engine.
e  MFA. Multi-Factor Authentication.

e Services. All of the Documentation, training services and other items listed in this PR. The term includes, but is not
limited to, fees, shipping, freight handling, and any other services or costs associated with Successful Respondent’s
performance under any contract resulting from this PR.

e SSID. Service Set Identifier.
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o  Successful Respondent. The Respondent awarded a contract resulting from this PR.

e  VPN. Virtual Private Network.

D. Scope of Services

D.1 General

a)

b)

<)

d)

2)

h)

Successful Respondent shall perform an assessment of CPA’s network infrastructure and provide clear
instructions to CPA on how to optimize network access security, including authenticating both the device and the
user connecting to CPA network infrastructure (wired, wireless and remote VPN).

Successful Respondent shall provide documentation to CPA on how to set up its existing ISE to perform posture
assessments of the connecting end points (laptops). ISE and the network infrastructure will be set up to allow for
automatic end point remediation.

The Services provided by Successful Respondent are anticipated to require changes to ISE, network switches,
wireless, network firewalls, and Windows and Apple computers.

Successful Respondent must provide its assessments and its documentation instructing CPA on how to improve
its network access security with reference to each of the following components:

(1) Wired

(2) Wireless

(3) Remote VPN

(4) Posture Assessments

(5) Remediation

CPA shall perform the implementation of all changes as instructed by Successful Respondent in its
documentation. Successful Respondent will not have administrative access to CPA resources.

CPA shall coordinate with the Successful Respondent to document, test and implement necessary changes.

(1) CPA anticipates conducting remote meetings (e.g., Webex, Microsoft Teams, etc.). If the situation
warrants in person meeting in order to conduct an assessment or to review CPA’s implementation,
Successful Respondent will be required to meet at the CPA Austin, TX offices. CPA anticipates that
most of the Services will be provided during normal business hours Monday-Friday, however there is
the possibility that Successful Respondents will need to conduct assessments or review implementation
with CPA outside of normal business hours (i.e., evenings or weekends).

(2) CPA anticipates multiple four (4) hour sessions per week with CPA IT teams and Successful Respondent.

(3) During these sessions, Successful Respondent will gather information, provide implementation plan, and
monitor CPA’s implementation. If changes are needed, additional implementation revisions will occur
until CPA approval.

Successful Respondent shall provide documentation and training to familiarize primary internal CPA IT team on
the Services.

Successful Respondent’s offer shall include all costs for providing the Services, as described in this PR, in Price
Schedule 1, Section II (Mandatory Price Sheet) of this PR

D.2 Functional and Technical Requirements

a)

General

Successful Respondent shall perform an assessment of existing CPA ISE infrastructure and provide a written analysis
(Assessment Documentation) in order to formulate detailed written instructions for CPA to implement in order to
improve CPA’s network access security (Implementation Documentation). Successful Respondent must meet or
exceed the following minimum requirements:

(1) Provide a written narrative with specific reference to the CPA ISE as described in this solicitation which
describe Respondent’s approach and methodology to providing the Assessment Documentation and the
Implementation Documentation.
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(2) Assessment Documentation regarding existing CPA ISE infrastructure must include interactions
between ISE, network devices (i.e., wired switches, wireless and VPN firewalls), and end point devices
(e.g., laptops, printers, IP-phones, etc.).

(3) Implementation Documentation of solution implementation in the test environment must include:

a. Configuring Windows 10 computers to support device certificates and
username/password credentials when authenticating to network (Microsoft Certificate
Authority provides device certificates);

b. Configuring macOS computers to support device certificate and username/password
credentials when authenticating to network (Mac Support Team uses Jamf to manage
macOS computer infrastructure with Microsoft Certificate Authority providing device
certificates);

c. Configuring Network Devices:

i. Wired switches:

(a) Isolated network switches (9300’s) will be set up to authenticate
Windows 10 and macOS computers using both device (laptop)
certificates and user credentials (username/password).

il. Wireless controllers:

(a) A separate and test SSID will be set up to authenticate Windows 10
and macOS computers using both device (laptop) certificates and
user credentials (username/password).

ii. ASA firewalls:

(a) Test VPN profile will be set up to authenticate Windows 10 and
macOS computers using both device (laptop) certificates and user
credentials (username/password).

d. Providing posture assessments using multiple test cases, which include, but are not
limited to OS level (Windows and macOS), anti-virus (Carbon Black Cloud Sensor)
and additional cases as needed.

e. Providing remediation solutions by configuring the test environment for ISE and
network equipment (wired, wireless and remote VPN) to support devices failing
posture assessments.

i. Failing devices will be allowed limited access to CPA resources to update.

(4) Documentation of solution implementation in the production environment must include:
a. Implementing Windows 10 and macOS test settings to all production computers;

b. Wired
i. Replicating network switch and ISE settings to authenticate both device
(laptop certificate) and wuser (username/password) across switched
infrastructure.
c. Wireless
1. Publishing test SSID to all wireless infrastructure.

il. Laptops will be set to prefer test SSID over previous production SSID.
d. Remote VPN
1. Transferring Test VPN profile configurations to production VPN profiles.
e. Posture Assessments
1. Implementing successfully tested posture assessment settings to the
production environment for wired, wireless, and remote VPN.
f. Remediation
i Implementing successfully tested remediation settings to the production
environment for wired, wireless, and remote VPN.

b) Assessment Documentation. As applicable, Successful Respondent shall provide to CPA at least one (1)
electronic (PDF) or hardcopy of Assessment materials (“Documentation”) via online or hardcopy. Successful
Respondent shall provide CPA either (1) written approval which authorizes CPA to make additional copies of the
documentation at no charge or (2) access to additional copies of the documentation at no charge. CPA will restrict
distribution of the Documentation to those users with a “need to know” classification. CPA shall not remove,
deface, or otherwise obscure any copyright, patent, trademark, service mark, or other proprietary legend
(Proprietary Legends) on the Documentation.

As part of the assessment documentation, Successful Respondent shall:
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(1) Provide complete Implementation Documentation that captures new ISE environment, which includes
ISE, network switches and firewalls, Windows and Apple computers. Cross-functional teams within
CPA will review and approve documentation as being replicate processes. [T CPA team will approve
final documentation.

(2) Conduct Knowledge Transfer sessions as needed to insure full understanding of changes and new ISE
environment by CPA team.

(3) Provide post-production support as needed for 60 days; see Section Il Mandatory Price Sheet.

¢) Training. Successful Respondent will provide its standard initial training regarding the use and operation of the

Services to CPA by web-based training or in-person training onsite at CPA’s designated location and on a
mutually agreed upon date and time. Following such initial training, CPA is responsible for its trainer(s) training
CPA employees on the use and operation of the Services. Additional training may be provided by Successful
Respondent upon CPA’s request, including onsite training at CPA’s location, as mutually agreed to by the parties
regarding topics, duration and fees and expenses.

d) Offer Submission Requirements. In its Offer, Respondent must include the following information:

e A written narrative, with specific reference to the CPA ISE as described in this solicitation, which
describes Respondent’s approach and methodology to providing the Assessment Documentation, the
Implementation Documentation and to coordinating with CPA to document, test and implement changes
set forth in the Documentation.

e Project team member names;

e  Project team members’ project roles; and

e Project team members’ expertise levels and relevant experiences that include similar projects.

e) Interviews.

(1) CPA may request a technical interview with Top-Scoring Respondents’ project team members as
proposed in their Offers. The interviews will be performed either via a web-based meeting on or about
April 25, 2022. Interview date(s) and time(s) to be arranged. In its sole discretion, CPA will determine
the number of Top-Scoring Respondents.

(2) Interviewees will be asked questions regarding their experience, knowledge and understanding of ISE,
Windows 10, Apple MAC OS, and Cisco network equipment. Interviewees will be asked questions about
obstacles and challenges, strategies, and their plan/approach. CPA may request additional information
prior to interviews. After the offerors have been interviewed, they will be evaluated and scored by the
Evaluation Committee.

(3) Interviewees will be prohibited from making any reference to their proposed cost proposal or cost
information.

f) Schedule. Successful Respondent shall have key identified personnel resources available to start this project in

early April 2022 through project completion target date of October 31, 2022.

D.3 CPA Data Safeguard Standards.

a) Defined Terms. The term “CPA Data” refers to CPA’s information as well as other entity information in the

b)

possession of CPA that is processed, stored, or transmitted by a computer. CPA Data includes all data that is
generated by Successful Respondent in performance of a contract with CPA. The term “CPA Information System”
refers to those devices, software, networks and related infrastructure that CPA owns, operates or has obtained for
use to conduct CPA business. Devices include, but are not limited to, CPA-owned or managed storage, processing,
and communications devices, as well as personally owned devices.

Access to CPA Data. Successful Respondent represents and warrants that it will implement, maintain, and use
appropriate administrative, technical, and physical safeguards to preserve the confidentiality, integrity, and
availability of CPA Data. Successful Respondent will not collect, access, use, disclose, or retain CPA Data other
than as necessary to perform the services specified in a contract resulting from this solicitation or as otherwise
authorized in writing by CPA. Successful Respondent will restrict access to CPA Data to only those personnel who
must have the information on a “need to know” basis. Successful Respondent will not use CPA Data, or any
information derived from CPA Data, for its own benefit or the benefit of any other person or entity. Successful
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Respondent will not share CPA Data with its parent company or other affiliate without CPA’s express written
consent.

c) Web-Based Remote Access to CPA Information Systems. Successful Respondent may use third-party web-based
remote access connections to CPA Information Systems to provide support services under the following conditions:
(1) CPA shall affirmatively initiate and accept Successful Respondent’s connections to CPA Information
Systems.
(2) CPA shall monitor Successful Respondent’s connections to CPA Information Systems for the duration of
the Services.
(3) CPA shall terminate Successful Respondent’s connections to CPA Information Systems upon completion
of the Services.

d) Remote Access to CPA Information Systems. Successful Respondent shall accept the CPA Remote Access Terms
and Conditions and obtain CPA’s written approval of Successful Respondent’s Remote Access Request Form before
CPA will issue Successful Respondent with credentials to remotely access CPA Information Systems (e.g., for
continuous access). Successful Respondent may contact the CPA Contract Manager for the applicable forms.
Successful Respondent shall only access CPA Information Systems in accordance with CPA’s security protocols
using CPA-approved remote access technologies, processes, and procedures. CPA reserves the right to immediately
terminate any access to a CPA Information System.

e) CPA-Required Security Awareness Training. As a condition of CPA issuing credentials and Successful Respondent
gaining access to a CPA Information System, Successful Respondent shall complete CPA’s security awareness
training or an equivalent DIR-approved training on an annual basis during the contract term, including renewal
periods. Successful Respondent shall submit to the CPA Contract Manager: (i) the Contractor Cybersecurity
Training Attestation (CCTA) form attached as Section XI to this PR; and (ii) the most recent completion date of the
CPA-required training for each individual, (iii) copies of the training records; and (iv) any other information
reasonably requested by CPA to comply with Section 2054.5192 of the Texas Government Code. Successful
Respondent must complete, sign, and return the CCTA form to CPA no later than sixty (60) calendar days following
contract award and each anniversary thereafter during the term of the Contract, including any renewal periods.
Successful Respondent shall maintain records of all individuals who have completed the CPA-required training for
the duration of the individual’s employment or other business relationship with Successful Respondent, plus five
years. CPA, in its sole discretion, may deny network or system access to any individual that does not complete the
CPA-required training within thirty (30) calendar days following the date of CPA’s grant of access to the CPA
Information System(s).

f) Location of CPA Data. Successful Respondent shall ensure that CPA Data (i.e., primary and backup) remains, at all
times, within the continental United States. Successful Respondent shall receive, process, transmit, and store all
CPA Data within the continental United States. Successful Respondent’s point of access to CPA Data shall be within
the continental United States.

g) Encryption Standards.

(1) Successful Respondent shall encrypt CPA Data in transit and at rest. Data in transit means data is moving
via email, in applications, or through browsers and other web connections. Data at rest (including data
backups) means data is stored in databases, the cloud, removable media, or mobile devices.

(2) Successful Respondent shall utilize encryption standards that are FIPS 140-2 compliant or, upon the written
approval of CPA’s Chief Information Security Officer, shall meet the intent of the standards as described
in FIPS 140-2.

(3) The minimum cryptographic algorithm used by Successful Respondent must be Advanced Encryption
Standard (AES) 128 or higher (256 AES is preferred).

(4) Successful Respondent shall encrypt CPA Data transmitted over a public or private network. CPA
approved data encryption transmission protocols include the following: (1) SFTP (FTP over SSH), (2)
FTPS (FTP over SSL), (3) HTTPS (HTTP over SSL), and (4) virtual private network.

h) Auditable Information Security Framework. Successful Respondent shall secure its own and its third-party service
providers’ systems (e.g., IT service provider, Cloud Service Provider) in a manner consistent with an auditable
information security framework e.g., NIST, ISO 27001.

i) Independent Information Security Assessment. If Successful Respondent has access to a CPA Information System
or receives, processes, transmits, or stores CPA Data, then Successful Respondent shall provide CPA with a
summary report of the most recent information security assessment conducted by an independent third-party (e.g.,
SSAE-18 SOC 2 Type II, ISO 27002) upon contract award and annually thereafter. CPA, in its sole discretion, may
conduct a security assessment of any information system holding CPA Data or connected to a CPA Information
System. CPA’s security assessment may consist of a review of the following: (i) independent third-party
assessment(s) contracted by Successful Respondent (e.g., SSAE-18 SOC 2 Type II, ISO 27002), and, and (ii)
Successful Respondent’s System Security Plan.
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D.4

j)  Media Sanitization. Successful Respondent shall sanitize information system media, both digital and non-digital, in
accordance with NIST Special Publication 800-88 (Guidelines for Media Sanitization) when CPA Data in the
custody of Successful Respondent is no longer required to be retained by contract with CPA. Successful Respondent
must maintain a record documenting each sanitization procedure that, at a minimum, includes the following
information: (i) date sanitization completed, (ii) description of the item(s), serial number(s), inventory control
number(s), if applicable, and (iii) sanitization method used. No later than sixty (60) calendar days from contract
expiration or termination or as otherwise specified in the contract with CPA, Successful Respondent must either (i)
complete the sanitization and submit via email to the CPA Contract Manager all sanitization documentation or (ii)
submit a written statement via email to the CPA Contract Manager explaining the reason that destruction of CPA
Data by Successful Respondent is technically impossible or impractical. Successful Respondent’s obligations set
forth in this clause survive the termination or expiration of the contract as long as Successful Respondent retains
CPA Data.

k) Third-Party Service Providers. It is Successful Respondent’s sole responsibility to ensure that its access and the
access Successful Respondent grants to its service providers to CPA Data or CPA Information Systems does not
result in unauthorized access to CPA Data or CPA Information Systems.

Liquidated Damages. In submitting an Offer, Respondent agrees that the measure of damages in the event of a default
or breach by Successful Respondent may be difficult or impossible to calculate. In the event Successful Respondent fails
to perform Services or complete the obligations under the Contract, as defined in Section I, Part E (Contract Resulting
From This Solicitation), in a timely manner, CPA may require Successful Respondent to pay, as liquidated damages and
not as a penalty, an amount equivalent to two percent (2%) of the total cost for Services or obligations not completed as
required by the Contract per calendar day of delay. CPA may impose, but is not obligated to impose, these liquidated
damages in lieu of any monetary damages available to CPA under the Contract or applicable law.

Contract Resulting From This Solicitation. The term “Contract” refers to the contract resulting from this PR, if any.
Respondent’s Offer is an offer to contract based upon the terms, conditions, and specifications set forth in this PR. An
Offer becomes a contract with CPA only when a duly authorized representative of CPA issues a valid Purchase Order
(PO). CPA may award the Contract by issuing a PO only, or the PO may incorporate by reference a formal agreement
executed by authorized representatives of CPA and Successful Respondent.

The Contract will be between CPA and the Successful Respondent who will be responsible and accountable for providing
the Services. The term “Successful Respondent” includes employees, representatives, agents, subcontractors, suppliers,
and third-party service providers of Successful Respondent, regardless of how such persons or entities are employed or
contracted by Successful Respondent. Successful Respondent shall be solely responsible to CPA for all performances by
Successful Respondent’s employees, representatives, agents, subcontractors, suppliers, third-party service providers, and
similar entities.

Contract Term.

The term of any contract resulting from this PR shall start be from date of award to October 31, 2022. Notwithstanding
the termination or expiration of the contract, certain provisions e.g., indemnification, confidentiality, right to audit, shall
survive the termination or expiration of the contract.

Payments. Payment(s) to Successful Respondent will be based upon the schedule described in Section II (Mandatory Price
Sheet) and the Contract. CPA may, in its sole discretion, process payments on a monthly basis. CPA makes no express or
implied warranty whatsoever that any minimum compensation or minimum quantity will be guaranteed under the Contract.
Payment shall be made in accordance with the Texas Prompt Payment Act, Chapter 2251 of the Texas Government Code.

PO Addition and Deletion. CPA reserves the right, in its sole discretion, to add or delete products or Services during the
period(s) covered under the Contract. All additions or deletions will be processed through CPA’s Procurement Section.
The rate at the time of the addition or deletion shall be the same as the rate quoted in the Contract for the same model
product or service. The effective date of any addition or deletion will be no later than five (5) business days after receipt
of CPA’s written notification of the addition or deletion. For this purpose, written notification includes registered mail,
regular mail, facsimile transmission with confirmation of receipt, or email with confirmation receipt.

For any additions, CPA’s Procurement Section will provide a revised PO to Successful Respondent. The total number of
additions allowed to CPA is determined by the number CPA chooses to purchase. For any deletions, CPA’s Procurement
Section will provide a revised PO to Successful Respondent and a letter indicating the effective date of the deletion, the
amount of the reduction or refund (if any), and the equipment serial number, if applicable.

Respondent Documents.
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a) All Respondent documents that are related to the Services, this PR, Respondent’s Offer, or the Contract, including,
but not limited to, boilerplate service agreements, service schedules, published specifications, license agreements, etc.,
are collectively referred to in this PR as “Respondent Documents.” Respondent must include copies of all proposed
Respondent Documents with Respondent’s Offer. CPA reserves the right, in its sole discretion, to amend Respondent
Documents to conform to this PR and Texas law and provide them to Respondents for approval and signature prior to
CPA’s issuance of any PO. Respondent Documents that are (1) submitted as part of the Offer and (2) amended to
conform to this PR and Contract, through mutual, written agreement of Successful Respondent and CPA, in the
described manner will be incorporated as part of the Contract.

b) In its Offer, Respondent must provide complete copies of all license and maintenance agreements applicable to the
Licensed Software. Upon written request, Respondent shall promptly provide to CPA a Word version of each
agreement.

J. Offer Content, Format, and Submission Requirements.

a) Offers must be submitted electronically to the email address set forth on the first page of this PR.

b) Late Offers will not be accepted.

¢) Respondent Questionnaire: Respondent’s Qualifications, Experience and Past Performance. In its Offer, Respondent
must provide information regarding Respondent’s Qualifications, Experience, and Past Performance that address the
following:
(1) Profile. In its Offer, Respondent must provide a profile that:
1) describes the general nature of previous similar work performed by Respondent, particularly work in the
last three (3) years;
2) describes Respondent’s prior contracting experience with CPA and other public sector entities;
3) includes a statement regarding the financial stability of Respondent, including the ability of Respondent
to perform the Services and any other services proposed in its Offer; and
4) includes any other information Respondent believes is pertinent to this PR (e.g., certificates, industry
awards).
(2) References. In its Offer, Respondent must provide a list of at least three (3) customers other than CPA for
which Respondent has provided the proposed Services. The customer reference list must include a customer
contact name, phone number and e-mail address.

CPA will not notify Respondent prior to contacting Respondent’s designated reference(s). CPA is not obligated
to contact Respondent in the event incomplete reference information is submitted in the Offer. Consequently,
Respondent’s failure to provide all or part of the requested reference information in its Offer may be reflected
as a score of “0” for the applicable evaluation criterion. In the event Respondent’s reference(s) fails to respond
to CPA’s inquiry within five (5) business days following the date of CPA’s e-mail correspondence or date of
CPA’s voicemail for a return call, as applicable, then Respondent’s score for such reference shall be “0” for the
applicable evaluation criterion.

CPA may conduct reference checks with other entities regarding past performance. In addition to evaluating
performance through the Vendor Performance Tracking System (VPTS) as authorized by 2262.055 of the Texas
Government Code, CPA may examine other sources of Respondent performance including, but not limited to,
notices of termination, cure notices, assessments of liquidated damages, litigation, audit reports, and non-
renewals of contracts. Such sources of Respondent performance may include any governmental entity, whether
an agency or political subdivision of the State of Texas, another state, or the Federal government. Further, CPA
may initiate such examinations of Respondent performance based upon media reports. Any such investigations
shall be at the sole discretion of CPA, and any negative findings, as determined by CPA, may result in a non-
award to Respondent. Information pertaining to the VPTS is located on the CPA website at:

https://comptroller.texas.gov/purchasing/programs/vendor-performance-tracking/.

(3) Cancellations or Terminations. Respondent must list all contracts or purchase orders that Respondent
executed or accepted within the last three (3) years and which were canceled or terminated before completion
by any state agency or other entity with which Respondent contracted. For each cancelled or terminated contract
or purchase order, Respondent must include a detailed explanation for the cancellation or termination and final
resolution of the matter. Include the names and telephone numbers of each such agency’s or firm’s contact
person. If there were no contracts or purchase orders cancelled or terminated before completion in the last three
years, specify none.

d) Respondent Questionnaire: Respondent’s Compliance with CPA Specifications. In its Offer, Respondent must submit

a detailed narrative explanation of how the offered services will meet the requirements of Section I, Part D (Scope of
Services) of this PR. Respondent must provide in its Offer all the information requested in the Scope of Services in
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e)

conformity with the structure outlined in Section II, Part D (Scope of Services) of this PR. In the narrative, Respondent
must also provide the following:

0

information requested in Part D.#3 (Data Safeguard Standards) of this PR.

(2) copies of all Respondent Documents applicable to the proffered Services. Refer to Part I of this PR.
(3) a description of the qualifications of personnel who will provide the offered Services. Respondent must also

describe its organizational structure and staffing levels that will support the offered Services, including
Respondent’s policies for retaining personnel and engaging additional, qualified personnel, if necessary, to
support the requirements set forth in this PR. In addition, Respondent must identify all proposed personnel who
will or may provide services under the Contract. For each proposed individual, Respondent must provide a
resume that includes the following information: (1) professional employment history, (2) education, (3) relevant
professional training, and (4) professional certifications. Respondent must also identify the roles and
responsibilities of the proposed personnel and provide an organizational chart depicting the lines of authority
and functional titles of the proposed personnel.

Required Forms. The following documents must be completed, signed, and included in the Offer:

Signed Offer (See page 1 of this PR),

Mandatory Price Sheet (See Section II),

Nondisclosure Agreement (See Section V),

Conflict of Interest/Disclosure Statement (See Section VI), and
Certification Regarding Public Nature of Bid (See Section VII).

f) Description of All Offered Optional Features, Products, and Services. If offered, Respondent must describe in its Offer

any Optional Features, Products or Services that would benefit CPA, but are not part of the minimum requirements of
this PR. Refer to Section I, Part D. of this PR. Respondent must provide line-item pricing for each option on the
Mandatory Price Sheet in Section II of this PR.

K. Anticipated Schedule of Events. CPA currently anticipates that the selection of Successful Respondent and award of the
Contract will proceed according to the following schedule:

Date Event
04/04/2022 Issuance of PR
04/11/2022 Deadline for Submission of Questions (2:00 p.m., CT)
04/13/2022 Release of Official Responses to Questions (or as soon thereafter as practical)
04/18/2022 Deadline for Submission of Offers (2:00 p.m., CT)
Late Offers will not be considered
04/25/2022 Interviews

CPA reserves the right, in its sole discretion, to change the dates listed in the Anticipated Schedule of Events. Notices of
changes to items directly impacting the original PR or solicitation process will be emailed to Respondent’s point of contact.

L. Questions and Answers.

a)

b)

c)

Questions regarding this PR must be submitted via email by the deadline specified in Part K (Anticipated

Schedule of Events) to Philip Chaimongkol, CPA’s designated contact, at bid@cpa.texas.gov. Respondent is solely
responsible for verifying CPA’s timely receipt of its questions by the specified deadline.

Telephone inquiries will not be accepted.

CPA intends to release the Official Responses to Questions received by Potential Respondents to the

Respondents’ points of contact listed for the Respondent’s DIR Contract via email on the date set forth in Part K
(Anticipated Schedule of Events).

M. PR Notices. Notices of changes to items directly impacting the original PR or solicitation process (e.g., addendum to the
PR, questions received from potential Respondents) will be emailed to Respondent’s point of contact. Respondent is solely
responsible for verifying CPA’s receipt of its questions, if applicable, and Offer by the deadlines specified in this PR.

N. Evaluation Process. Evaluation of Offers will begin as soon as practical after receipt. Offers that are responsive to the PR
will be evaluated using the following criteria and weights:

Criteria Weight
Costs 30%
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Compliance with CPA Specifications 40%
Respondent’s Qualifications, Experience, and Past Performance 30%
Total: 100%

Best and Final Offers may be sought from Respondents whose Offers are ranked most highly by the evaluation committee.
CPA reserves the right in its sole judgment and discretion, and at any time upon failure of negotiations, to reissue or
withdraw the PR rather than continue with negotiations.

0. Contact with CPA Staff. Upon issuance of this PR, employees and representatives of CPA, other than the CPA Contact
Person identified in Part L, will not discuss the contents of this PR with any Respondent or its representatives. Failure of
a Respondent or any of its representatives to observe this restriction may result in disqualification of any related
Offer. This restriction does not preclude discussions between the parties to conduct business unrelated to this procurement.
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SECTION II
MANDATORY PRICE SHEET

Respondent must include all costs for providing the Services for the items listed on the Mandatory Price Sheet. CPA requests
that Respondents quote costs as an annual fee; however, CPA may, in its sole discretion, authorize payments on a monthly
basis. CPA will not prepay any amounts. The not-to-exceed prices associated with the Services shall be inclusive of all travel,
meals, lodging, or other related expenses.

This Mandatory Price Sheet consists of two (2) Price Schedule:
(1) ISE Assessment Services
(2) Optional Features, Products, or Services.

Price Schedule 1
ISE Assessment Services
(Refer to Section I, Part D.2 of this PR)

Description Unit of
Measure Cost
1 Turnkey Pricing for ISE Services— 1 Job $
o  Part #: (if applicable)
Total for Price Schedule 1 $
Price Schedule 2

Optional Features, Products, or Services
(Refer to Section I, Part # of this PR)

Description Unit of
Measure Cost
1 Professional Services 1 Job $
2 Insert lines as necessary for each $
offered Optional Feature, Product, or | 1 Each
Service

THIS FORM MUST BE COMPLETED AND SUBMITTED WITH OFFER

Respondent’s name:
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SECTION III
TEXAS COMPTROLLER OF PUBLIC ACCOUNTS
PRICE REQUEST (PR)
STANDARD TERMS AND CONDITIONS

Items below apply to and become a part of Respondent’s Offer.

1. OFFER REQUIREMENTS:

1.1 Offers should be submitted on this form. Offers must be time stamped at Texas Comptroller of Public Accounts (CPA) on or before the hour
and date specified for the offer opening.

1.2 Late and/or unsigned Offers will not be considered under any circumstances. Person signing Offer must have the authority to bind the firm in a
contract.

1.3 Respondents must comply with all rules, regulations and statutes relating to purchasing in the State of Texas in addition to the requirements of
this form.

1.4 Respondents must price per unit shown. Unit prices shall govern in the event of extension errors.
1.5  Quote FOB destination, freight prepaid and allowed unless otherwise stated within the specifications.

1.6 Offer prices are requested to be firm for CPA acceptance for 120 days from offer opening date. "Discount from list" offers are not acceptable
unless requested. Cash discounts are not considered in determining an award. Cash discounts offered will be taken if earned.

1.7 Offers should give Texas Identification Number (Payee ID Number), full firm name and address of Respondent on the face of this form.
Additionally, firm name should appear on each continuation page of an offer, in the block provided in the upper right hand corner. The Payee
ID Number is the taxpayer number assigned and used by CPA. If this number is not known:
e Provide the Federal Employer Identification Number (Federal EIN) on the face of this form.
e For Respondent that is a sole proprietor that does not have a Texas Identification Number or Federal EIN, should enter Social Security

Number:
LoH-0H-0000

1.8 Offer cannot be altered or amended after opening time. Alterations made before opening time should be initialed by Respondent or Respondent’s
authorized agent. No Offer can be withdrawn after opening time without approval by CPA based on an acceptable written reason.

1.9 Purchases made for CPA’s use are exempt from the State Sales tax and Federal Excise tax. CPA will provide Tax Exemption Certificates upon
written request. Respondent represents and warrants that it shall pay all taxes or similar amounts resulting from the Contract, including, but not
limited to, any federal, State or local income, sales or excise taxes of Respondent or its employees. CPA shall not be liable for any taxes resulting
from the Contract.

1.10  CPA will not reimburse for travel, meals, lodging or other related expenses unless specifically provided for in the Contract. In that event, such
costs will be invoiced to CPA based on actual expenses and CPA shall not be liable for reimbursement of expenses that (1) were not pre-
approved in writing by CPA or (2) exceed the current State of Texas Travel Regulations. Receipts are required to validate invoicing.

1.11  The following is applicable to “as-needed” or “time and materials” contracts: Successful Respondent is not guaranteed any minimum amount.

1.12  CPA reserves the right to make an award on the basis of low line item offer, low total of line items, or in any other combination that will serve
the best interest of the State of Texas and to reject any and all offered items in the sole discretion of the State of Texas.

1.13  CPA reserves the right to accept or reject all or any part of any kind, waive minor technicalities and award the Offer to best serve the interests
of the State of Texas.

1.14 Awards will be made in accordance with Rule 34 TAC Sections 20.207 and 20.306 (preferences). The factors listed in Sections 2155.074,
2156.007, 2157.003 of the Texas Government Code shall also be considered in making an award when specified. Consistent and continued tie
offers could cause rejection of offers by the CPA and/or investigation for antitrust violations.

1.15 The number for FAX submission of offers is 1-512-475-0223. This is the only number that will be used for the receipt of offers. CPA shall not
be responsible for failure of electronic equipment or operator error. Late illegible, incomplete, or otherwise non-responsive offers will not be
considered.

1.16  Copyrighted offers are unacceptable and are subject to disqualification as non-responsive.

1.17  Due to changed building access restrictions, Respondents will not be permitted to hand deliver Offers to the Issuing Office. Respondents are
required to submit Offers electronically via email as set forth on the first page of this PR.

1.18 Inquiries pertaining to this PR must refer to the PR number and opening date.

2. SPECIFICATIONS:

2.1 Catalogs, brand names or manufacturer's references are descriptive only, and indicate type and quality desired. Offers on brands of like nature
and quality will be considered unless advertised under Section 2155.067 of the Texas Government Code. If offering on other than references,
Offer must show manufacturer, brand or trade name, and other description of product offered. If other than brand(s) specified offered,
illustrations and complete description of product offered are required to be made part of the offer. Failure to take exception to specifications or
reference data will require Respondent to furnish specified brand names, numbers, etc.
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2.2 Unless otherwise specified, items shall be new and unused and of current production.
2.3 All electrical items must meet all applicable OSHA standards and regulations, and bear the appropriate listing from UL, FMRC or NEMA.

2.4 Samples, when requested, must be furnished free of expense to CPA. If not destroyed in examination, they will be returned to the Respondent,
upon request, at Respondent's expense. Each sample should be marked with Respondent’s name and address, and PR number. Do not enclose
in or attach Offer to sample.

2.5  CPA will not be bound by any oral statement or representation contrary to the written specifications of this PR.
2.6 Manufacturer's standard warranty shall apply unless otherwise stated in the PR.

2.7 CPA will receive and Successful Respondent will convey to CPA clear title, ownership and licenses, whichever is applicable, to all requested
items under the Contract.

2.8 Successful Respondent will be responsible for payment of all taxes, including, but not limited to, state, federal, foreign, or local taxes, including
income tax, withholding tax, social security tax, pension contributions, and any other form of payroll or other taxes, for Successful Respondent
and Successful Respondent’s employees. Successful Respondent must have basic insurance (workers comp., commercial general liability, etc.),
if it is coming on-site or if type of contract is one that can generate third-party claims such as moving services, installation of equipment, etc.
At Successful Respondent’s sole cost and expense, Successful Respondent will secure and maintain any and all insurance premiums which are
required by this PR, the Contract, or are necessary to protect the interests of CPA or which Successful Respondent may need or desire for
Successful Respondent or Successful Respondent’s employees. Successful Respondent shall indemnify CPA and pay to CPA all costs, penalties,
losses, and other amounts resulting from the Successful Respondent’s omission or breach of this Paragraph.

3. AWARD OF CONTRACT: A response to this PR is an offer to contract based upon the terms, conditions and specifications contained herein.
Offers do not become contracts unless and until they are accepted by a Purchase Order (PO) issued by CPA. CPA reserves the right to make any
corrections or include additional requirements in the Contract prior to issuance which are necessary for CPA's compliance, as an agency of the State of
Texas, with all state and federal requirements.

4. DELIVERY:

4.1 Show number of days required to place material in receiving agency's designated location under normal conditions. Delivery days means
calendar days, unless otherwise specified. Failure to state delivery time obligates Respondent to deliver in 14 calendar days. Unrealistic delivery
promises may cause Offer to be disregarded.

4.2 Time is of the essence in the Contract and accordingly all time limits will be strictly construed and rigidly enforced. If delay is foreseen
Respondent shall give written notice to CPA. Respondent must keep CPA advised at all times of status of order. Default on promised delivery
(without accepted reasons) or failure to meet specifications authorizes CPA to purchase supplies elsewhere and charge full increase, if any, in
cost and handling to defaulting vendor.

43 No substitutions permitted without written approval of CPA.

4.4 Delivery shall be made during normal working hours only, unless prior approval has been obtained from ordering agency.

5. INSPECTION AND TESTS: All goods will be subject to inspection and test by CPA. Authorized CPA personnel shall have access to supplier's
place of business for the purpose of inspecting merchandise. Tests shall be performed on samples submitted with the Offer or on samples taken from
regular shipment. All costs shall be borne by the Respondent in the event products tested fail to meet or exceed all conditions and requirements of the
specification. Goods delivered and rejected in whole or in part may, at CPA's option, be returned to the vendor or held for disposition at vendor’s
expense. Latent defects may result in revocation of acceptance.

6. ACCEPTANCE OF PRODUCT(S)/SERVICE(S): Prior to any payments being made under the Contract, CPA shall evaluate the
product(s)/service(s) under the following criteria and any additional acceptance criteria of the product(s)/service(s) agreed to prior to the award and
included in the Contract:

(a) The product(s)/service(s) must meet all Requirements and Standards of Performance of the Contract, PR and Offer; and

(b) The product(s)/service(s) must comply with all published specifications.

7. PAYMENT: Successful Respondent shall submit an itemized invoice showing order number to the address indicated on the PO. CPA will incur
no penalty for late payment if payment is made in 30 or fewer days from receipt of goods or services and an uncontested invoice. CPA, in its sole
discretion, reserves the right to the extent permitted by Texas law and CPA regulations to prepay for any requested items delivered to or provided to
CPA by Successful Respondent in its performance under the Contract. CPA may inspect, test and evaluate the requested items prior to acceptance and
payment. All invoices will be paid in accordance with the Texas Prompt Payment Act, Chapter 2251 of the Texas Government Code.

8. GOVERNING LAW; VENUE: The Contract shall be governed by and construed in accordance with the laws of the State of Texas, without
regard to the conflicts of law provisions. The venue of any suit arising under the Contract is fixed in any court of competent jurisdiction of Travis
County, Texas, unless the specific venue is otherwise identified in a statute which directly names or otherwise identifies its applicability to CPA.

9. ASSIGNMENTS: CPA or Successful Respondent may assign its interest in or duties or rights under the Contract without prior written approval
to: (i) a successor in interest (for CPA, another state agency as designated by the Texas Legislature), or (ii) a subsidiary, parent company, or affiliate.
Assignment of the Contract under the above terms shall require written notification by the assigning party. Any other assignment by a party shall
require the written consent of the other party.

10. RESPONDENT AFFIRMATIONS: Signing this Offer with a false statement is a material breach of contract and shall void the submitted Offer
or the Contract, and Respondent shall be removed from all bid lists. By signature hereon affixed, the Respondent hereby certifies that:
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10.1

10.2
10.3

10.4

10.5

10.6

10.7

10.8

10.9

10.10

10.11

10.12

10.13

10.14

10.15

10.16

10.17

Pursuant to Section 2155.003 of the Texas Government Code, Respondent has not given, offered to give, nor intends to give at any time hereafter
any economic opportunity, future employment, gift, loan, gratuity, special discount, trip, favor, or service to a public servant in connection with
the submitted Offer.

Respondent is not currently delinquent in the payment of any franchise tax owed the State of Texas under Chapter 171 of the Texas Tax Code.

Respondent represents and warrants that, in accordance with Section 2155.005 of the Texas Government Code, neither Respondent nor the
firm, corporation, partnership, or institution represented by Respondent, or anyone acting for such a firm, corporation or institution has (1)
violated any provision of the Texas Free Enterprise and Antitrust Act of 1983, Chapter 15 of the Texas Business and Commerce Code, or the
federal antitrust laws, or (2) communicated directly or indirectly the contents of this Offer to any competitor or any other person engaged in the
same line of business as Respondent. Respondent assigns to CPA all of Respondent’s rights, title and interest in and to all claims and causes of
action Respondent may have under the antitrust laws of Texas or the United States for overcharges associated with this PR or the Contract.

Pursuant to Section 2155.004(a) of the Texas Government Code, Respondent certifies that neither Respondent nor any person or entity
represented by Respondent has received compensation from CPA to participate in the preparation of the specifications or solicitation on which
this Offer or Contract is based. Under Section 2155.004(b) of the Texas Government Code, Respondent certifies that the individual or business
entity named in this Offer or Contract is not ineligible to receive the specified contract and acknowledges that the Contract may be terminated
and payment withheld if this certification is inaccurate.

Respondent represents and warrants that it will comply with the requirements of Section 552.372(a) of the Texas Government Code. Except as
provided by Section 552.374(c) of the Texas Government Code, the requirements of Subchapter J, Chapter 552 of the Government Code, may
apply to the contract and the Respondent agrees that the contract can be terminated if the Respondent knowingly or intentionally fails to comply
with a requirement of that subchapter.

Pursuant to Section 231.006(d) of the Texas Family Code, regarding child support, Respondent certifies that the individual or business entity
named in the Offer is not ineligible to receive the specified payment and acknowledges that the Contract may be terminated and payment may
be withheld if this certification is inaccurate. Furthermore, any Respondent subject to Section 231.006 of the Texas Family Code, must include
names and Social Security numbers of each person with at least 25% ownership of the business entity submitting the Offer. If applicable, this
information must be provided prior to award. Enter the Name and Social Security Number for each person below:

Name & SSN:

Name & SSN:
Name & SSN:

FEDERAL PRIVACY ACT NOTICE: This notice is given pursuant to the Federal Privacy Act. Disclosure of your Social Security Number
(SSN) is required under Section 231.006(c) and Section 231.302(c)(2) of the Texas Family Code. The SSN will be used to identify persons that
may owe child support. The SSN will be kept confidential to the fullest extent allowed under Section 231.302(e) of the Texas Family Code.

In accordance with Section 669.003 of the Texas Government Code, relating to contracting with the executive head of a state agency,
Respondent certifies that it is not (1) the executive head of CPA, (2) a person who at any time during the four years before the date of the
contract was the executive head of CPA, or (3) a person who employs a current or former executive head of CPA.

In accordance with Section 2155.4441 of the Texas Government Code, Respondent agrees that during the performance of a contract for services
it shall purchase products and materials produced in Texas when they are available at a price and time comparable to products and materials
produced outside Texas.

Respondent represents and warrants its intent to furnish the requested items at the prices quoted and comply with all terms, conditions, and
requirements set forth in this PR and the Offer.

Respondent represents and warrants that no relationship, whether by relative, business associate, capital funding contract or by any other such
kinship exist between Respondent and an employee of any CPA component, and Respondent has not been an employee of any CPA component
within the immediate twelve (12) months prior to Respondent’s Offer.

Respondent represents and warrants that its prices include all costs of Respondent in providing the requested items that meet all specifications
of this PR, and that its prices will remain firm for acceptance for a minimum of one hundred twenty (120) days from deadline for submission
of Offers.

Respondent represents and warrants that each employee, including ‘replacement employees’, will possess the qualifications, education, training,
experience and certifications necessary to perform the services in the manner required by this PR.

Respondent represents and warrants that the provision of goods and services or other performance under the Contract will not constitute an
actual or potential conflict of interest or not reasonably create an appearance of impropriety.

Respondent represents and warrants that all articles and services quoted in response to this PR meet or exceed the safety standards established
and promulgated under the Federal Occupational Safety and Health Law and its regulations in effect or proposed as of the date of this
solicitation.

Respondent represents and warrants its compliance with all federal laws and regulations pertaining to Equal Employment Opportunities and
Affirmative Action.

Respondent represents and warrants its compliance with the requirements of the Americans With Disabilities Act (ADA) and its implementing
regulations, as each may be amended.

Respondent represents and warrants that it shall comply with the requirements of the Immigration and Nationality Act (8 U.S.C.§ 1101 et seq.)
and all subsequent immigration laws and amendments.
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10.18

10.19

10.20

10.21

10.22

10.23

10.24

10.25

10.26

10.27

10.28

10.29

10.30

10.31

10.32

10.33

10.34

Respondent represents and warrants that CPA's payments to Respondent and Respondent's receipt of appropriated or other funds under the
Contract are not prohibited by Sections 556.005, 556.0055, or 556.008, Texas Government Code.

Respondent represents and warrants that it has read and understood and shall comply with CPA’s Anti-Fraud Policy, located on CPA's website
at https://comptroller.texas.gov/about/policies/ethics.php, as such Policy currently reads and as it is amended throughout the term of the
Contract.

Respondent certifies that it is not listed in the prohibited vendors list authorized by Executive Order No. 13224, “Blocking Property and
Prohibiting Transactions with Persons Who Commit, Threaten to Commit, or Support Terrorism”, published by the United States Department
of the Treasury, Office of Foreign Assets Control.

Respondent certifies that the offering entity and its principals are eligible to participate in this transaction and have not been subjected to
suspension, debarment, or similar ineligibility determined by any federal, state, or local governmental entity. Entities ineligible for federal
procurement are listed at https://www.sam.gov.

Sections 2155.006 and 2261.053 of the Texas Government Code, prohibit state agencies from accepting an Offer or awarding a contract that
includes proposed financial participation by a person who, in the past five years, has been convicted of violating a federal law or assessed a
penalty in connection with a contract involving relief for Hurricane Rita, Hurricane Katrina, or any other disaster, as defined by Section 418.004
of the Texas Government Code, occurring after September 24, 2005. Under Sections 2155.006 and 2261.053 of the Texas Government Code,
Respondent certifies that the individual or business entity named in its Offer or the Contract is not ineligible to receive the specified contract
and acknowledges that the Contract may be terminated and payment withheld if this certification is inaccurate.

If Respondent is submitting an Offer for the purchase or lease of computer equipment, then Respondent hereby certifies its compliance with
Subchapter Y, Chapter 361 of the Texas Health and Safety Code related to the Computer Equipment Recycling Program and the Texas
Commission on Environmental Quality rules in 30 TAC Chapter 328.

Respondent represents and warrants that it and each of its subcontractors have the requisite resources, qualifications and independence to
conduct the services free from outside direction, control, or influence, and subject only to the accomplishment of CPA’s objectives.

Respondent represents and warrants that if selected for award of a contract as a result of this PR, Respondent will submit to CPA a Certificate
of Interested Parties prior to contract award in accordance with Section 2252.908 of the Texas Government Code.

Pursuant to Section 2271.002 of the Texas Government Code, Respondent certifies that either (i) it meets an exemption criteria under Section
2271.002; or (ii) it does not boycott Israel and will not boycott Israel during the term of the Contract. Respondent shall state any facts that make
it exempt from the boycott certification in its Offer.

Respondent represents and warrants that it is not engaged in business with Iran, Sudan, or a foreign terrorist organization, as prohibited by
Section 2252.152 of the Texas Government Code.

Under Section 2155.0061 of the Texas Government Code, the Respondent certifies that the individual or business entity named in the Offer or
contract is not ineligible to receive the specified contract and acknowledges that this contract may be terminated and payment withheld if this
certification is inaccurate.

Respondent represents and warrants that all statements and information prepared and submitted in response to this solicitation are current,
complete, and accurate.

Respondent represents and warrants that the individual signing this document and the documents made part of this PR and Offer is authorized
to sign such documents on behalf of the Respondent and to bind the Respondent under any contract that may result from the submission of the
Offer.

Pursuant to Government Code Section 2274.0102, Respondent certifies that neither it nor its parent company, nor any affiliate of Respondent
or its parent company, is: (1) majority owned or controlled by citizens or governmental entities of China, Iran, North Korea, Russia, or any
other country designated by the Governor under Government Code Section 2274.0103, or (2) headquartered in any of those countries.

If Respondent is required to make a verification pursuant to Section 2274.002 of the Texas Government Code, Respondent verifies that
Respondent does not boycott energy companies and will not boycott energy companies during the term of the Contract. If Respondent does not
make that verification, Respondent must so indicate in its Offer and state why the verification is not required.

If Respondent is required to make a verification pursuant to Section 2274.002 of the Texas Government Code, Respondent verifies that it (1)
does not have a practice, policy, guidance, or directive that discriminates against a firearm entity or firearm trade association and (2) will not
discriminate during the term of the contract against a firearm entity or firearm trade association. If Respondent does not make that verification,
Respondent must so indicate in its Offer and state why the verification is not required.

Pursuant to Section 161.0085 of the Texas Health and Safety Code, Respondent certifies that it does not require its customers to provide any
documentation certifying the customer’s COVID-19 vaccination or post-transmission recovery on entry to, to gain access to, or to receive
service from Respondent’s business. Respondent acknowledges that such a vaccine or recovery requirement would make Respondent ineligible
for a state-funded contract.

11. RESPONDENT EXCEPTIONS: If Respondent takes any exceptions to any provisions of the PR, these exceptions must be specifically and
clearly identified by Section in Respondent’s Offer in response to the PR and Respondent’s proposed alternative must also be provided in the Offer.
Respondents cannot take a ‘blanket exception’ to the entire PR. If any Respondent takes a ‘blanket exception’ to the entire PR or does not provide
proposed alternative language, the Respondent’s Offer may be disqualified from further consideration.

12. DISCOUNTS: If Successful Respondent at any time during the term of the Contract provides a discount on the final negotiated contract costs,
Successful Respondent will notify CPA in writing ten (10) days prior to effective date of discount. CPA will generate a PO Change and send a corrected
PO to Successful Respondent. If an early payment discount is available to CPA, then in its Offer Respondent must describe with specificity the early
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payment discount offered and the discount percentage that would apply to CPA’s early payment within ten, fifteen, twenty, or twenty-five calendar
days after receipt of a correct invoice.

13. REFUNDS: Successful Respondent will promptly refund or credit within thirty (30) calendar days any funds erroneously paid by CPA which
are not expressly authorized under the Contract.

14. INDEPENDENT CONTRACTOR: Successful Respondent or Successful Respondent's employees, representatives, agents and any
subcontractors shall serve as an independent contractor in providing the services under the Contract. Successful Respondent and Successful
Respondent's employees, representatives, agents and any subcontractors shall not be employees of CPA. Should Successful Respondent subcontract
any of the services required in this PR, Successful Respondent expressly understands and acknowledges that in entering into such subcontract(s), CPA
is in no manner liable to any subcontractor(s) of Successful Respondent. In no event shall this provision relieve Successful Respondent of the
responsibility for ensuring that the services rendered under all subcontracts are rendered in compliance with this PR.

15. BUSINESS ATTIRE; CONDUCT; CPA GUIDELINES: Successful Respondent must ensure that its employees conduct themselves in a
professional manner and are in appropriate business attire when on CPA’s premises as a result of the Contract. In addition, Successful Respondent
must ensure that its employees comply with all guidelines established by CPA for independent contractors required to provide services on CPA’s
premises. These guidelines may address issues which include, but are not limited to, the following: building security, IT security, records, safety,
professional conduct, use of State owned property, non-disclosure of confidential information, drug and alcohol free workplace rules, and other
requirements for on-site independent contractors.

16. USE OF STATE PROPERTY: Successful Respondent is prohibited from using State Property for any purpose other than performing Services
authorized under the Contract. State Property includes, but is not limited to, CPA’s office space, identification badges, CPA information technology
equipment and networks (e.g., laptops, portable printers, cell phones, iPads, external hard drives, data storage devices, any CPA-issued software, and
the CPA Virtual Private Network (VPN client)), and any other resources of CPA. Successful Respondent shall not remove State Property from the
continental United States. In addition, Successful Respondent may not use any computing device to access CPA’s network or e-mail while outside of
the continental United States. Successful Respondent shall not perform any maintenance services on State Property unless the Contract expressly
authorizes such services. During the time that State Property is in the possession of Successful Respondent, Successful Respondent shall be responsible
for (i) all repair and replacement charges incurred by CPA that are associated with loss of State Property or damage beyond normal wear and tear and
(ii) all charges attributable to Successful Respondent’s use of State Property that exceeds the contract scope. Successful Respondent shall fully
reimburse such charges to CPA within ten (10) calendar days of Successful Respondent’s receipt of CPA’s notice of amount due. Use of State Property
for a purpose not authorized by contract shall constitute breach of contract and may result in termination of the contract and the pursuit of other remedies
available to CPA under contract, at law, or in equity.

17. RECORDS: Successful Respondent will maintain and retain supporting fiscal documents adequate to ensure that claims for contract funds are
in accordance with applicable State of Texas requirements. These supporting fiscal documents will be maintained and retained by Successful
Respondent for a period of seven (7) years after the date of submission of the final invoices or until a resolution of all billing questions, whichever is
later. Successful Respondent will make available at reasonable times and upon reasonable notice, and for reasonable periods, work papers, reports,
books, records, and supporting documents kept current by Successful Respondent pertaining to the Contract for purposes of inspecting, monitoring,
auditing, or evaluating by CPA or the State of Texas.

18. ROLLING ESTOPPEL: If Successful Respondent is aware a problem exists and fails to report the problem to CPA, Successful Respondent
continues to be responsible for meeting the goals and timelines established in the Contract. Under these circumstances, CPA will not be liable for any
detrimental consequences.

19. FORCE MAJEURE: Neither Successful Respondent nor CPA shall be liable to the other for any delay in, or failure of performance, of any
requirement included in the Contract caused by force majeure. The existence of such causes of delay or failure shall extend the period of performance
until after the causes of delay or failure have been removed provided the non-performing party exercises all reasonable due diligence to perform. Force
majeure is defined as acts of God, war, fires, explosions, hurricanes, floods, failure of transportation, or other causes that are beyond the reasonable
control of either party and that by exercise of due foresight such party could not reasonably have been expected to avoid, and which, by the exercise of
all reasonable due diligence, such party is unable to overcome. Each party must inform the other in writing, with proof of receipt, within three (3)
business days of the existence of such force majeure, or otherwise waive this right as a defense.

20. NO WAIVER: Nothing in the Contract shall be construed as a waiver of the state’s sovereign immunity. The Contract shall not constitute or be
construed as a waiver of any of the privileges, rights, defenses, remedies, or immunities available to the State of Texas. The failure to enforce, or any
delay in the enforcement, of any privileges, rights, defenses, remedies, or immunities available to the State of Texas under the contract or under
applicable law shall not constitute a waiver of such privileges, rights, defenses, remedies, or immunities or be considered as a basis for estoppel. CPA
does not waive any privileges, rights, defenses, or immunities available to CPA by entering into the Contract or by its conduct prior to or subsequent
to entering into the Contract.

21. TEXAS PUBLIC INFORMATION ACT: Notwithstanding any provisions of this PR to the contrary, Respondent understands that CPA will
comply with the Texas Public Information Act (Chapter 552 of the Texas Government Code) as interpreted by judicial rulings and opinions of the
Attorney General of the State of Texas. Information, documentation, and other material in connection with this PR or the Contract may be subject to
public disclosure pursuant to the Texas Public Information Act. In accordance with Section 2252.907 of the Texas Government Code, Successful
Respondent is required to make any information created or exchanged with the State pursuant to the Contract, and not otherwise excepted from
disclosure under the Texas Public Information Act, available in a format that is accessible by the public at no additional charge to the State. Specific
formats acceptable to CPA include Word, Excel, and pdf. Within three (3) days of receipt, Successful Respondent will refer to CPA any third-party
requests, received directly by Successful Respondent, for information to which Successful Respondent has access as a result of or in the course of
performance under the Contract. Any part of the Offer that is of a confidential or proprietary nature must be clearly and prominently marked as such
by the Respondent.
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22. STATE AUDITOR’S RIGHT TO AUDIT: In addition to and without limitation on the other audit provisions of this PR or the Contract,
pursuant to Section 2262.154 of the Texas Government Code, the Texas State Auditor’s Office (“state auditor””) may conduct an audit or investigation
of any other entity receiving funds from the state directly under any contract or indirectly through a subcontract under the contract. The acceptance of
funds by the Successful Respondent or any other entity or person directly under the contract or indirectly through a subcontract under the contract acts
as acceptance of the authority of the state auditor, under the direction of the legislative audit committee, to conduct an audit or investigation in
connection with those funds. Under the direction of the legislative audit committee, the Successful Respondent or other entity that is the subject of an
audit or investigation by the state auditor must provide the state auditor with access to any information the state auditor considers relevant to the
investigation or audit. The contract may be amended unilaterally by CPA to comply with any rules and procedures of the state auditor in the
implementation and enforcement of Section 2262.154 of the Texas Government Code. Successful Respondent shall ensure that this paragraph
concerning the authority to audit funds received indirectly by subcontractors through the Successful Respondent and the requirement to cooperate is
included in any subcontract it awards.

23. DEBTS AND DELINQUENCIES AFFIRMATION: Respondent acknowledges and agrees that, to the extent Respondent owes any debt,
including but not limited to delinquent taxes, delinquent student loans, and child support owed to the State of Texas, any payments or other amounts
Respondent is otherwise owed under the Contract may be applied by CPA toward any debt Respondent owes the State of Texas until the debt is paid
in full. These provisions are effective at any time Respondent owes any such debt or delinquency. Respondent shall comply with rules adopted by CPA
under Sections 403.055, 403.0551, 2252.903 of the Texas Government Code and other applicable laws and regulations regarding satisfaction of debts
or delinquencies to the State of Texas.

24. DISPUTE RESOLUTION: The dispute resolution process provided for in Chapter 2260 of the Texas Government Code must be used by CPA
and the Successful Respondent to attempt to resolve any dispute arising under the Contract.

25. INDEMNIFICATION (GENERAL): SUCCESSFUL RESPONDENT SHALL DEFEND, INDEMNIFY AND HOLD HARMLESS THE
STATE OF TEXAS AND CPA, AND/OR THEIR OFFICERS, AGENTS, EMPLOYEES, REPRESENTATIVES, CONTRACTORS,
ASSIGNEES, AND/OR DESIGNEES FROM ANY AND ALL LIABILITY, ACTIONS, CLAIMS, DEMANDS, OR SUITS, AND ALL
RELATED COSTS, ATTORNEY FEES, AND EXPENSES ARISING OUT OF, OR RESULTING FROM ANY ACTS OR OMISSIONS OF
SUCCESSFUL RESPONDENT OR ITS AGENTS, EMPLOYEES, SUBCONTRACTORS, ORDER FULFILLERS, OR SUPPLIERS OF
SUBCONTRACTORS IN THE EXECUTION OR PERFORMANCE OF THE CONTRACT AND ANY PURCHASE ORDERS ISSUED
UNDER THE CONTRACT. THE DEFENSE SHALL BE COORDINATED BY SUCCESSFUL RESPONDENT WITH THE OFFICE OF
THE ATTORNEY GENERAL WHEN TEXAS STATE AGENCIES ARE NAMED DEFENDANTS IN ANY LAWSUIT AND SUCCESSFUL
RESPONDENT MAY NOT AGREE TO ANY SETTLEMENT WITHOUT FIRST OBTAINING THE CONCURRENCE FROM THE
OFFICE OF THE ATTORNEY GENERAL. SUCCESSFUL RESPONDENT AND CPA AGREE TO FURNISH TIMELY WRITTEN
NOTICE TO EACH OTHER OF ANY SUCH CLAIM.

26. INDEMNIFICATION (IP): SUCCESSFUL RESPONDENT SHALL DEFEND, INDEMNIFY, AND HOLD HARMLESS CPA AND
THE STATE OF TEXAS FROM AND AGAINST ANY AND ALL CLAIMS, VIOLATIONS, MISAPPROPRIATIONS OR
INFRINGEMENT OF ANY PATENT, TRADEMARK, COPYRIGHT, TRADE SECRET OR OTHER INTELLECTUAL PROPERTY
RIGHTS AND/OR OTHER INTANGIBLE PROPERTY, PUBLICITY OR PRIVACY RIGHTS, AND/OR IN CONNECTION WITH OR
ARISING FROM: (1) THE PERFORMANCE OR ACTIONS OF RESPONDENT PURSUANT TO THE CONTRACT; (2) ANY
DELIVERABLE, WORK PRODUCT, CONFIGURED SERVICE OR OTHER SERVICE PROVIDED UNDER THE CONTRACT;
AND/OR (3) CPA’S AND/OR SUCCESSFUL RESPONDENT’S USE OF OR ACQUISITION OF ANY REQUESTED SERVICES OR
OTHER ITEMS PROVIDED TO CPA BY SUCCESSFUL RESPONDENT OR OTHERWISE TO WHICH CPA HAS ACCESS AS A
RESULT OF SUCCESSFUL RESPONDENT’S PERFORMANCE UNDER THE CONTRACT. SUCCESSFUL RESPONDENT AND CPA
AGREE TO FURNISH TIMELY WRITTEN NOTICE TO EACH OTHER OF ANY SUCH CLAIM. SUCCESSFUL RESPONDENT SHALL
BE LIABLE TO PAY ALL COSTS OF DEFENSE, INCLUDING ATTORNEYS’ FEES. THE DEFENSE SHALL BE COORDINATED BY
SUCCESSFUL RESPONDENT WITH THE OFFICE OF THE TEXAS ATTORNEY GENERAL (OAG) WHEN TEXAS STATE
AGENCIES ARE NAMED DEFENDANTS IN ANY LAWSUIT AND SUCCESSFUL RESPONDENT MAY NOT AGREE TO ANY
SETTLEMENT WITHOUT FIRST OBTAINING THE CONCURRENCE FROM OAG. IN ADDITION, SUCCESSFUL RESPONDENT
WILL REIMBURSE CPA AND THE STATE OF TEXAS FOR ANY CLAIMS, DAMAGES, COSTS, EXPENSES OR OTHER AMOUNTS,
INCLUDING, BUT NOT LIMITED TO, ATTORNEYS’ FEES AND COURT COSTS, ARISING FROM ANY SUCH CLAIM. IF CPA
DETERMINES THAT A CONFLICT EXISTS BETWEEN ITS INTERESTS AND THOSE OF SUCCESSFUL RESPONDENT OR IF CPA
IS REQUIRED BY APPLICABLE LAW TO SELECT SEPARATE COUNSEL, CPA WILL BE PERMITTED TO SELECT SEPARATE
COUNSEL AND SUCCESSFUL RESPONDENT WILL PAY ALL REASONABLE COSTS OF CPA’S COUNSEL.

27. TERMINATION BY MUTUAL AGREEMENT: Upon the mutual written agreement of CPA and Successful Respondent, the Contract may
be terminated or cancelled.

28. TERMINATION FOR CONVENIENCE: CPA may terminate the Contract for convenience upon thirty (30) calendar days written notice.
There is no buy out or other amounts due if CPA terminates early. Upon termination under this provision, Successful Respondent shall refund to CPA
any amounts attributable to the terminated months within thirty (30) days of the termination.

29. EXCESS OBLIGATIONS PROHIBITED: The Contract is subject to termination or cancellation, without penalty to CPA, either in whole or
in part, subject to the availability of state funds. CPA is a state agency whose authority and appropriations are subject to actions of the Texas Legislature.
If CPA becomes subject to a legislative change, revocation of statutory authority, or lack of appropriated funds which would render CPA’s or Successful
Respondent’s delivery or performance under the Contract impossible or unnecessary, the Contract will be terminated or cancelled and be deemed null
and void. In the event of a termination or cancellation under this Section, CPA will not be liable to Successful Respondent for any damages that are
caused or associated with such termination or cancellation, and CPA will not be required to give prior notice.
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30. SUCCESSFUL RESPONDENT'S NONPERFORMANCE: If Successful Respondent fails to comply with any requirement of the Contract,
including, but not limited to, those included in this PR, CPA may immediately terminate or cancel all or any part of the Contract, may obtain substitute
requested items, may withhold acceptance and payments to Successful Respondent, may revoke any prior acceptance, may require Successful
Respondent to refund amounts paid prior to revocation of acceptance and may pursue all rights and remedies against Successful Respondent under the
Contract and any applicable law. In addition, CPA will report defaulting Successful Respondent to the Statewide Procurement Division for its possible
action against defaulting Successful Respondent.

31. TERMINATION RIGHTS & REMEDIES: CPA reserves the right to recover reasonable costs, fees, expenses, and other amounts or damages
available to CPA under the Contract or under applicable law, including, but not limited to, attorneys' fees and court costs, if termination or cancellation
is at Successful Respondent's request or if termination or cancellation is for cause. This right is in addition to any other remedies available to CPA
under the Contract or under applicable law. CPA reserves the right to pursue any and all applicable rights and remedies if the Contract is terminated
for any reason and CPA expressly waives no such rights or remedies.

32. REPRESENTATIONS AND WARRANTIES RELATED TO SOFTWARE: If any software is provided under the Contract, Successful
Respondent represents and warrants each of the following:

e  Successful Respondent has sufficient right, title, and interest in the software to grant the license required by the Contract;

o  if Successful Respondent is a software publisher, Successful Respondent has implemented processes for the protection, detection, remediation,
mitigation and timely customer notification of software vulnerabilities associated with its software;

e the software does not infringe upon or constitute a misuse or misappropriation of any patent, trademark, copyright, trade secret or other
proprietary right;

e the software and any Software Update, Software Enhancement/Release, Software Patch/Fix, and Software Upgrade does not contain viruses,
malware, spyware, key logger, back door or other covert communications, or any computer code intentionally designed to disrupt, disable, harm,
or otherwise impede in any manner, including aesthetical disruptions or distortions, the operation of the computer program, or any other
associated software, firmware, hardware, or computer system, (including local area or wide-area networks), in a manner not intended by its
creator(s); and

e the software does not contain any computer code that would disable the software or impair in any way its operation based on the elapsing of a
period of time, exceeding an authorized number of copies, advancement to a particular date or other numeral, or other similar self-destruct
mechanisms (sometimes referred to as “time bombs”, “time locks”, or “drop dead devices™) or that would permit Successful Respondent to
access the software to cause such disablement or impairment (sometimes referred to as a “trap door” or “back door”).

33. TECHNOLOGY ACCESS CLAUSE: Respondent expressly acknowledges that state funds may not be expended in connection with the
purchase of an automated information system unless that system meets certain statutory requirements relating to accessibility by persons with visual
impairments. Accordingly, the Respondent represents and warrants to CPA that the technology provided to CPA for purchase is capable, either by
virtue of features included within the technology or because it is readily adaptable by use with other technology, of:

e providing equivalent access for effective use by both visual and non-visual means;

e  presenting information, including prompts used for interactive communications, in formats intended for non-visual use; and

e Dbeing integrated into networks for obtaining, retrieving, and disseminating information used by individuals who are not blind or visually

impaired.

For purposes of this Part 33, the phrase “equivalent access” means a substantially similar ability to communicate with or make use of the technology,
either directly by features incorporated within the technology or by other reasonable means such as assistive devices or services which would constitute
reasonable accommodations under the Americans With Disabilities Act or similar state or federal laws. Examples of methods by which equivalent
access may be provided include, but are not limited to, keyboard alternatives to mouse commands and other means of navigating graphical displays,
and customizable display appearance.
In accordance with Section 2157.005 of the Texas Government Code, the Technology Access Clause contract provision remains in effect for any
contract entered into before September 1, 2006.

34. INTERNAL REVENUE SERVICE DATA — Reference Exhibit 7 (Contract Language for General Services) of IRS Publication No. 1075 posted
12-22-2016: In performance of the Contract, the Successful Respondent agrees to comply with and assume responsibility for compliance by its
employees with the following requirements:

(1) All work will be performed under the supervision of Successful Respondent or Successful Respondent's responsible employees.

(2) Successful Respondent and Successful Respondent’s employees with access to or who use FTI (Federal Tax Information) must meet the
background check requirements defined in IRS Publication 1075.

(3) Any Federal tax returns or return information (hereafter referred to as returns or return information) made available shall be used only for the
purpose of carrying out the provisions of the contract. Information contained in such material shall be treated as confidential and shall not be
divulged or made known in any manner to any person except as may be necessary in the performance of the contract. Inspection by or disclosure
to anyone other than an officer or employee of Successful Respondent is prohibited.

(4) All returns and return information will be accounted for upon receipt and properly stored before, during, and after processing. In addition, all
related output and products will be given the same level of protection as required for the source material.

(5) No work involving returns and return information furnished under the contract will be subcontracted without prior written approval of the IRS.

(6) Successful Respondent will maintain a list of employees authorized access. Such list will be provided to CPA and, upon request, to the IRS
reviewing office.

(7) CPA will have the right to void the contract if Successful Respondent fails to provide the safeguards described above.

Each officer or employee of any person to whom returns or return information is or may be disclosed shall be notified in writing by such person that
returns or return information disclosed to such officer or employee can be used only for a purpose and to the extent authorized herein, and that further
disclosure of any such returns or return information for a purpose or to an extent unauthorized herein constitutes a felony punishable upon conviction
by a fine of as much as $5,000 or imprisonment for as long as five years, or both, together with the costs of prosecution. Such person shall also notify
each such officer and employee that any such unauthorized future disclosure of returns or return information may also result in an award of civil
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damages against the officer or employee in an amount not less than $1,000 with respect to each instance of unauthorized disclosure. These penalties
are prescribed by IRC Sections 7213 and 7431 and set forth at 26 CFR 301.6103(n)-1. Each officer or employee of any person to whom returns or
return information is or may be disclosed shall be notified in writing by such person that any return or return information made available in any format
shall be used only for the purpose of carrying out the provisions of the contract. Information contained in such material shall be treated as confidential
and shall not be divulged or made known in any manner to any person except as may be necessary in the performance of the contract. Inspection by or
disclosure to anyone without an official need to know constitutes a criminal misdemeanor punishable upon conviction by a fine of as much as $1,000.00
or imprisonment for as long as 1 year, or both, together with the costs of prosecution. Such person shall also notify each such officer and employee that
any such unauthorized inspection or disclosure of returns or return information may also result in an award of civil damages against the officer or
employee in an amount equal to the sum of the greater of $1,000.00 for each act of unauthorized inspection or disclosure with respect to which such
defendant is found liable or the sum of the actual damages sustained by the plaintiff as a result of such unauthorized inspection or disclosure plus in
the case of a willful inspection or disclosure which is the result of gross negligence, punitive damages, plus the costs of the action. The penalties are
prescribed by IRCs 7213A and 7431 and set forth at 26 CFR 301.6103(n)-1. Additionally, it is incumbent upon Successful Respondent to inform its
officers and employees of the penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a. Specifically, 5 U.S.C. 552a(i)(1),
which is made applicable to contractors by 5 U.S.C. 552a(m)(1), provides that any officer or employee of a contractor, who by virtue of his/her
employment or official position, has possession of or access to agency records which contain individually identifiable information, the disclosure of
which is prohibited by the Privacy Act or regulations established thereunder, and who knowing that disclosure of the specific material is so prohibited,
willfully discloses the material in any manner to any person or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more
than $5,000. Granting Successful Respondent access to FTI must be preceded by certifying that each individual understands CPA’s security policy and
procedures for safeguarding IRS information. Successful Respondent must maintain its authorization to access FTI through annual recertification. The
initial certification and recertification must be documented and placed in CPA's files for review. As part of the certification and at least annually
afterwards, Successful Respondent must be advised of the provisions of IRC Sections 7431, 7213, and 7213 A (see Exhibit 4, Sanctions for Unauthorized
Disclosure, and Exhibit 5, Civil Damages for Unauthorized Disclosure, of Publication 1075). The training provided before the initial certification and
annually thereafter must also cover the incident response policy and procedure for reporting unauthorized disclosures and data breaches. (See Section
10 of Publication 1075) For both the initial certification and the annual certification, Successful Respondent must sign, either with ink or electronic
signature, a confidentiality statement certifying their understanding of the security requirements.

The IRS and CPA with 24 hour notice shall have the right to send its inspectors into the offices and plants of Successful Respondent to inspect facilities
and operations performing any work with FTI under the contract for compliance with requirements defined in IRS Publication 1075. The IRS’ right of
inspection shall include the use of manual and/or automated scanning tools to perform compliance and vulnerability assessments of information
technology (IT) assets that access, store, process or transmit FTI. On the basis of such inspection, corrective actions may be required in cases where
Successful Respondent is found to be noncompliant with contract safeguards.

35. INFORMATION SECURITY REQUIREMENTS: Successful Respondent shall comply with all applicable state and federal laws and
regulations regarding confidentiality, privacy, and security pertaining to confidential CPA information. If communications with Successful Respondent
necessitate the release of confidential CPA information, each individual who will require access to or may be exposed to that information must sign
the CPA Confidential Treatment of Information Acknowledgement (CTIA) form. See Section V for the CTIA.

36. ELECTRONIC AND INFORMATION RESOURCES ACCESSIBILITY STANDARDS, 1 TAC §213.17: Respondent represents and
warrants that any electronic and information resources products developed, procured, maintained, or used by CPA directly or used by the Respondent
under the Contract which requires the use of such product, or requires the use, to a significant extent, of such product in the performance of a service
or the furnishing of a product complies with the applicable State of Texas Accessibility requirements for Electronic and Information Resources specified
in the Department of Information Resources’ rules at 1 Texas Administrative Code Chapter 213.

37. SECURITY INCIDENT NOTIFICATION: Successful Respondent shall have policies and procedures for the effective management of Security
Incidents which shall be made available to CPA upon written request. Within twenty-four (24) hours of Successful Respondent’s discovery or
reasonable belief that there has been an event which results in the accidental or deliberate unauthorized access, loss, disclosure, modification, disruption,
or destruction of confidential CPA information (“Security Incident”), Successful Respondent shall provide notice to CPA by calling (800) 531-5441
EXT 34357. Until the investigation is complete, Successful Respondent shall submit on a daily basis, or as otherwise agreed by CPA, a written report
via encrypted email to security.alerts@cpa.texas.gov which includes, at a minimum, the following:

¢ Date and time incident occurred,

+ Date and time incident detected,

» Date and time incident contained,

* Address where incident occurred,

» Name of person(s) that discovered incident,

* Description of how Successful Respondent discovered incident,

* Type of CPA information involved,

» Description of the nature of the incident,

» Description of the steps Successful Respondent has taken or will take to investigate incident,

 Description of the steps Successful Respondent has taken or will take to mitigate any negative impacts of incident,

* Information technology involved (e.g., laptop, server, mainframe),

 Description of steps taken to preserve computer evidence and maintain chain of custody, and

» Description of corrective action Successful Respondent has taken or will take to prevent future incidents.

Successful Respondent shall coordinate all media or other breach notifications with CPA in advance of such notification(s), unless expressly prohibited
by law. Subject to review and approval of CPA, Successful Respondent shall provide notice at its own cost that satisfies the requirements of applicable
law to individuals whose information was compromised or likely compromised as a result of the Security Incident. If CPA, in its sole discretion, elects
to send its own separate notice, then all costs associated with preparing and providing the notice shall be reimbursed to CPA by Successful Respondent.
If Successful Respondent does not reimburse such costs within thirty (30) days of CPA’s written request, then CPA shall have the right to collect such
costs. CPA reserves the right to conduct an independent investigation of any Security Incident, and should CPA choose to do so, Successful Respondent
shall cooperate fully with CPA and assume responsibility at its own expense for making personnel, resources, and systems access available to CPA
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and CPA’s authorized representative(s).

38. LEGAL AND REGULATORY ACTIONS: Respondent represents and warrants that it is not aware of and has received no notice of any court
or governmental agency actions, proceedings or investigations, etc., pending or threatened against Respondent or any of the individuals or entities
included in the Offer within the five (5) calendar years immediately preceding the submission of Respondent’s Offer in response to this PR that would
or could impair Respondent’s performance under the Contract, relate to the solicited or similar goods or services, or otherwise be relevant to CPA’s
consideration of Respondent’s Offer. If Respondent is unable to make the preceding representation and warranty, then Respondent instead represents
and warrants that it has included as a detailed attachment in its Offer a complete disclosure of any such court or governmental agency actions,
proceedings or investigations, etc. that would or could impair Respondent’s performance under the Contract, relate to the solicited or similar goods or
services, or otherwise be relevant to CPA’s consideration of Respondent’s Offer. In addition, Respondent represents and warrants that it shall notify
CPA in writing within five (5) business days of any changes to the representations or warranties in this clause and understands that failure to so timely
update CPA shall constitute breach of contract and may result in immediate termination of the Contract.

39. NO FELONY CONVICTION CERTIFICATION: Respondent represents that neither Respondent or any of its employees, agents, or
representatives, including any subcontractors and employees, agents, or representative of such subcontractors, proposed in the Offer has been convicted
of a felony criminal offense, or that if such a conviction has occurred Respondent has fully advised CPA of the facts and circumstances in its Offer.

40. CRIMINAL BACKGROUND INVESTIGATION:

(1) Criminal Background Investigation by Successful Respondent. Prior to an Assigned Personnel commencing Services under the Contract,
Successful Respondent shall conduct a criminal background investigation and provide written notice via email to CPA’s Criminal Investigation
Division of any Assigned Personnel that have any felony criminal conviction(s). If any information for the Assigned Personnel changes during
the contract term, Successful Respondent shall provide written notice via email to CPA’s Criminal Investigation Division no later than three (3)
business days after Successful Respondent’s discovery of such changed information that relates to felony criminal conviction(s). Written notice
to CPA’s Criminal Investigation Division shall be submitted to cid.analysts@cpa.texas.gov.

Successful Respondent’s exercise of due diligence in conducting the criminal background investigation shall include, at a minimum, the following:
(1) compliance with Successful Respondent’s published policies and procedures for background and criminal conviction checks and (2) a
comprehensive search of the public information portion of Texas Department of Public Safety criminal conviction database located at:
https://records.txdps.state.tx.us/dpswebsite/. If Successful Respondent asserts that a search of the Texas Department of Public Safety criminal
conviction database is not appropriate for a particular Assigned Personnel, Successful Respondent must provide written notice via email to CPA’s
Criminal Investigation Division that explains the proposed alternate approach for conducting the criminal background investigation.

For purposes of this clause, “Assigned Personnel” includes, without limitation, all individuals provided by Successful Respondent under the
Contract who will or may (1) be assigned as lead or key personnel, (2) provide Services on-site at CPA’s premises, or (3) access CPA information
resources i.e., the procedures, equipment, and software that are employed, designed, built, operated, and maintained to collect, record, process,
store, retrieve, display, and transmit information, and associated personnel including consultants and contractors. At CPA’s written request,
Successful Respondent shall replace Assigned Personnel that has any felony criminal conviction(s).

Within five (5) business days of receipt of a written request by CPA’s Criminal Investigation Division during the contract term, Successful
Respondent shall provide written notice to CPA’s Criminal Investigation Division of any Assigned Personnel that have any felony criminal
conviction(s).

(2) Criminal Background Investigation by CPA. At CPA’s discretion, CPA may conduct a criminal background investigation on Successful
Respondent’s Assigned Personnel. Should any Assigned Personnel not be acceptable to CPA due to a finding of felony criminal conviction(s) as
a result of the criminal background investigation, Successful Respondent shall replace such Assigned Personnel upon CPA’s written request or
CPA may terminate the Contract.

(3) Remedies. If CPA becomes aware that Successful Respondent provided false information, Successful Respondent fails to promptly notify CPA
of changed information that related to felony criminal convictions, or Successful Respondents fails to replace Assigned Personnel as required by
this Section, Successful Respondent shall be in breach of contract and CPA shall have the option to terminate the contract without further obligation
to Successful Respondent as well as pursue all other remedies and rights available to CPA under contract, at law, or in equity.

41. WARRANTY OF PERFORMANCE: Successful Respondent represents and warrants that its performance under the Contract shall be
conducted conscientiously in a professional and workmanlike manner to the full extent of Successful Respondent’s talents and capabilities with due
diligence, and in full compliance with the highest professional standards of practice in the industry applicable to the services performed.

42. PROPERTY RIGHTS: For purposes of this PR, the term “Work™ is defined as all work papers, work products, materials, approaches, designs,
specifications, systems, software, programs, source code, documentation methodologies, concepts, intellectual property or other property developed,
produced or generated in connection with the services provided under the Contract. CPA and Successful Respondent intend the Contract to be a contract
for the services and each considers the Work and any and all documentation or other products and results of the services to be rendered by Successful
Respondent to be a work made for hire. Successful Respondent and Successful Respondent’s employees will have no rights in or ownership of the
Work and any and all documentation or other products and results of the services or any other property of CPA. In submitting an Offer in response to
this PR, Successful Respondent acknowledges and agrees that the Work (and all rights therein) belongs to and shall be the sole and exclusive property
of CPA.

If for any reason the Work would not be considered a work-for-hire under applicable law, Successful Respondent does hereby sell, assign, and transfer
to CPA, its successors and assigns, the entire right, title and interest in and to the copyright in the Work and any registrations and copyright applications
relating thereto and any renewals and extensions thereof, and in and to all works based upon, derived from, or incorporating the Work, and in and to
all income, royalties, damages, claims and payments now or hereafter due or payable with respect thereto, and in and to all causes of action, either in
law or in equity for past, present, or future infringement based on the copyrights, and in and to all rights corresponding to the foregoing. Successful
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Respondent agrees to execute all papers and to perform such other property rights, as CPA may deem necessary to secure for CPA or its designee the
rights herein assigned.

In the event that Successful Respondent has any rights in and to the Work that cannot be assigned to CPA, Successful Respondent hereby grants to
CPA an exclusive, worldwide, royalty-free, irrevocable, and perpetual license to directly and indirectly reproduce, distribute, modify, create derivative
works of, publicly perform and publicly display, such rights to make, have made, use, sell and offer for sale any products developed by practicing such
rights, and to otherwise use such rights, with the right to sublicense such rights through multiple levels of sublicenses.

No later than the first calendar day after the termination or expiration of the Contract or upon CPA’s request, Successful Respondent shall deliver to
CPA all completed, or partially completed, Work and any and all documentation or other products and results of the services. Failure to timely deliver
such Work or any and all documentation or other products and results of the services will be considered a material breach of the agreement. Successful
Respondent will not make or retain any copies of the Work or any and all documentation or other products and results of the services without the prior
written consent of CPA.

43. NO CPA INDEMNIFICATION: Any requirement that CPA defend, indemnify, or hold harmless the Successful Respondent or other entity is
hereby deleted from the Offer and Respondent Documents.

44. PRE-CONTRACT COSTS: Respondent is responsible for all expenses related to the preparation and submission of an Offer. CPA shall pay no
costs or other amounts incurred by any entity in responding to this PR or incurred prior to the effective date of the Contract.

45. ORIGINAL OFFER: In the event there are inconsistencies between any paper and electronic versions of the Offer, CPA will rely on the original
submitted Offer signed by Respondent.

46. SURVIVAL OF TERMS: Termination of the Contract for any reason shall not release Successful Respondent from liability or obligation set
forth in the Contract that is expressly stated to survive any such termination or by its nature would be intended to be applicable following any such
termination, including the provisions regarding confidentiality, indemnification, transition, records, audit, property rights, dispute resolution, invoice,
and fees verification.

47. INCORPORATION OF ENTIRE PR: Except as otherwise provided in the negotiated terms and conditions, if any, that are expressly identified
as such in the Contract, this entire PR applies to and becomes part of the Contract.

48. INCORPORATION OF DIR CONTRACT: The terms and conditions of Successful Respondent’s DIR contract will apply. Any additional
terms and conditions, including the terms and conditions of this PR, may be included so long as they do not weaken or conflict with Successful
Respondent’s DIR Contract.

49. CONTRACT BETWEEN CPA & SUCCESSFUL RESPONDENT: The entire Contract between CPA and Successful Respondent shall
consist of the following documents: (1) The PO and PO Change Notices, if any; (2) the formal signed agreement, if any; (3) this PR; (4) Successful
Respondent’s Offer; and (5) Successful Respondent’s DIR contract. Except as otherwise provided in the negotiated terms and conditions, if any, that
are expressly identified as such in the formal signed agreement or PO resulting from this PR, in the event of conflicting terms or provisions, the order
of priority of the documents comprising the Contract is: 1) the PO and the PO Change Notices, if any; (2) Successful Respondent’s DIR contract; (3)
the formal, signed agreement, if any; (4) this PR; and (5) the Offer.

50. ATTACHMENTS: CPA will not consider any terms and conditions or other documents attached to an Offer as part of the Offer unless the

Respondent specifically and prominently refers to each of them in its Offer. CPA reserves the right, in its sole discretion, to reject any Respondent
terms and conditions or other documents or attachments as part of Respondent’s Offer.
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SECTION 1V
NONDISCLOSURE AGREEMENT

This attachment is prepared exclusively for PR# 304-22-1413PC (“solicitation”).

In consideration of Texas Comptroller of Public Accounts (“CPA”) communicating with the undersigned Respondent regarding a
potential contract resulting from the referenced solicitation and because of the sensitivity of certain information provided to
Respondent, both parties agree that all information regarding CPA or gathered, produced, collected or derived from or related to
the potential contract, or provided to Respondent under a resulting contract (“Confidential Information”) must remain confidential

subject to release only upon prior written approval of CPA, and more specifically agree as follows:

1.

10.

The Confidential Information may be used by Respondent only to assist Respondent in connection with the business
relationship contemplated in the solicitation or performance of a contract with CPA resulting from the solicitation.

Respondent shall not, at any time, use the Confidential Information in any fashion, form, or manner except in its
capacity as proposed consultant or independent contractor to CPA.

Unless otherwise provided in the solicitation or resulting contract, Respondent agrees to maintain the confidentiality
of all Confidential Information in the same manner that it protects the confidentiality of its own materials of like
kind, but in no event less than reasonable care. Respondent shall take reasonable precautions to protect the
Confidential Information including, but not limited to, not disclosing Confidential Information in any manner to any
person, firm, or entity, except for authorized employees, agents, or contractors of Respondent with a need to know
who are bound by confidentiality obligations at least as stringent as those contained in this agreement prior to any
disclosure of such Confidential Information.

The Confidential Information may not be copied, reproduced, disclosed, distributed, or otherwise divulged without
CPA's prior written approval. Confidential Information and any copies thereof shall be CPA’s exclusive property.

All Confidential Information made available to Respondent, including copies thereof, must be returned to CPA upon
the first to occur of (a) expiration or termination of any contract resulting from the solicitation, or (b) request by
CPA.

The foregoing does not prohibit or limit Respondent’s use of the information (including, but not limited to, ideas,
concepts, know-how, techniques and methodologies) (a) previously known to it, provided such prior knowledge was
not subject to a confidentiality obligation, (b) independently developed by it, (c) acquired by it from a third- party
under no obligation of confidentiality to CPA, (d) which is or becomes part of the public domain through no breach
by Respondent of this nondisclosure agreement or other contractual obligations to CPA, or (e) approved by CPA in
writing for unrestricted disclosure.

If Respondent is required by applicable law, regulation, or legal process to disclose any Confidential Information,
then Respondent shall provide CPA with prompt notice of any such requirement prior to delivery of the Confidential
Information to allow CPA a reasonable opportunity to seek a protective order or equivalent.

This nondisclosure agreement shall become effective as of the date Confidential Information is first made available
to Respondent and shall survive the expiration or termination of any contract resulting from the solicitation and be
a continuing requirement.

The breach of this nondisclosure agreement by Respondent shall entitle CPA to immediately terminate any contract
with Respondent resulting from the solicitation upon written notice to Respondent for such breach. The parties
acknowledge that the measure of damages in the event of a breach of this nondisclosure agreement may be difficult
or impossible to calculate, depending on the nature of the breach. Regardless of whether CPA elects to terminate
any contract with Respondent resulting from the solicitation upon the breach hereof, CPA may require Respondent
to pay to CPA the sum of $5,000 for each breach as liquidated damages. This amount is not intended to be in the
nature of a penalty, but is intended to be a reasonable estimate of the amount of damages to CPA in the event of a
breach hereof by Respondent of this nondisclosure agreement. CPA does not waive any right to seek additional
relief, either equitable or otherwise, concerning any breach of this nondisclosure agreement.

This nondisclosure agreement is governed by and construed under the laws of the State of Texas. Any and all
obligations of this agreement are due in Travis County, Texas and venue is proper in only such county.

Signature of Authorized Representative Date Signed

Printed Name & Title of Authorized Representative Entity Name (“Respondent”)
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SECTION V
CONFIDENTIAL TREATMENT OF INFORMATION ACKNOWLEDGEMENT

TAE o Texas Comptroller of Public Accounts
S A X) Accounts ~70-223

FORM' " (Rev.10-14/11) Confidential Treatment of Information Acknowledgement (CTIA)

I have read and understand the Comptroller’s Summary Public Information Disclosure Manual, a copy of which has been
made available to me. I understand that confidential information made available to me by the Comptroller’s office may
include the Comptroller’s own information and information held by the Comptroller’s office from other entities.
I understand that confidential information is to be held in strictest confidence, and I will act in accordance with
applicable federal and state laws, regulations and Comptroller policy with regard to the safekeeping and disclosure of
confidential information. I understand that I am not to use such information to the detriment of the Comptroller’s office or
the State of Texas.

I understand that it is my responsibility to consult with the Comptroller’s office and obtain approval to disclose confidential
information made available to me, and to ensure that any and all disclosures I make are made to people or entities authorized
to receive such information.

I understand that I shall either return to the Comptroller’s office or destroy any confidential information in my
possession according to Comptroller guidelines, when I no longer require such information for authorized purposes.

I understand that computer system password(s) I receive or devise to access computer systems, which may be made available
to me for my use by the Comptroller’s office, are confidential. I will not disclose to any unauthorized person any password(s)
which I am given or devise, and I will not write such password(s) or post them where they may be viewed by unauthorized
people. 1 understand that I am responsible for any computer transactions performed as a
result of access authorized by use of my password(s). I understand that use of a password not issued specifically to
me, or to a group of which I am a member, is expressly prohibited.

I understand that criminal and/or civil penalties and/or civil damages may apply if I obtain unauthorized access to, or make
an unauthorized disclosure or inspection of, certain types of confidential information (e.g., IRS Federal Taxpayer
Information, Protected Health Information, Sensitive Personal Information). Such penalties and/or damages may include,
but are not limited to, the following:

« amisdemeanor, punishable by up to 1 year in jail and/or up to a $4,000 fine (Texas Labor Code §301.085);

« amisdemeanor, punishable by up to 1 year in jail and/or up to a $1,000 fi ne (Texas Tax Code §171.361);

« amisdemeanor, punishable by up to 180 days in jail and/or up to a $2,000 fine (Texas Tax Code §22.27(c));

+  a felony, punishable by up to 5 years in prison and/or a fine of up to $5,000 (26 USC. §7213);

+ amisdemeanor, punishable by up to 1 year in jail and/or up to a $1,000 fine (26 USC §7213A);

+  civil damages equal to sum of the greater of $1,000 for each unauthorized inspection/disclosure or sum of actual

damages sustained plus punitive damages for gross negligence, and the cost of action (26 USC §7431); and
«  civil and criminal penalties related to criminal justice information (28 CFR §20.25).

I understand that an attempt to circumvent any computer security system or other security control by any means is a violation
of Comptroller policy. I also understand that failure to observe these restrictions may constitute a "Breach of Computer
Security" as defined in Texas Penal Code, Section 33.02(b), and that such an offense constitutes a Class B misdemeanor, a
state jail felony, or a felony of the first, second or third degree.

I understand that any copyrighted material including, but not limited to, commercial computer software, which may be made
available to me for my use by the Comptroller’s office, is protected by copyright laws and is not to be copied for any reason
without permission from the copyright owner. I understand that the violation of copyright laws, including computer
software, may result in fines and/or imprisonment.

By my signature hereon, I acknowledge my understanding of the contents of this form and the continued applicability of
these provisions after my access to confidential information and computer systems has been terminated.

Printed name of person requesting access Name of employer

Signature of person requesting access Date
sign
here >

Work phone (4rea code and number) Work email address

For general questions regarding this form, contact the Comptroller’s Information Security Office by calling 512-936-5671.

Under Ch. 559, Government Code, you are entitled to review, request and correct information we have on file about you,
with limited exceptions in accordance with Ch. 552, Government Code. To request information for review or to request error
correction, contact us at 1-800-531-5441, ext. 6-6057.
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SECTION VI
CONFLICT OF INTEREST/DISCLOSURE STATEMENT

A. Disclosures. Provide the requested information in the space provided; indicate “N/A” as appropriate.

1. Respondent must disclose any proposed personnel who are current or recent former employees of CPA or
the State of Texas.

2. Respondent must disclose the following:

a. any existing or potential conflicts of interest or possible issues that might create appearances of
impropriety relative to Respondent’s and its proposed subcontractors’ submission of an Offer, possible
selection as Successful Respondent, or its performance of the contract.

b. all past and present contractual, business, financial or personal relationships between Respondent and
CPA and between Respondent’s proposed subcontractors, if any, and CPA.

For each item, Respondent must also provide a detailed explanation of why Respondent does or does not
believe such item poses a conflict of interest, potential conflict of interest, or appearance of impropriety issue
relative to Respondent’s submission of an Offer, possible selection as the Successful Respondent, or its
performance of the contract.

B. Defined Terms. For purposes of the disclosure statements required by this solicitation, the terms below are defined
as follows:

e “past” is defined as within the two (2) calendar years prior to the deadline for submission of offers in
response to this solicitation.

e  “CPA”is defined as the statewide elected official who heads the agency as well as the agency’s employees
or recent former employees.

e ‘“recent former employees” are defined as those CPA employees who have terminated agency employment
within the two (2) calendar years prior to the deadline for submission of offers in response to this
solicitation.

e  “personal relationship” is defined as a current or past connection other than a clearly contractual, business,
financial or similar relationship and includes family relationships or other connections outside simply
providing a response to this solicitation. For this purpose, “family relationship” means a relationship within
the third degree of consanguinity or second degree of affinity; see Chapter 573 of the Texas Government
Code, which defines these degrees of consanguinity and affinity. Connections other than such family
relationships fall within this definition and must be disclosed if:

(a) a reasonable person could expect the connection to diminish Respondent’s independence of
judgment or effectiveness in the performance of the Respondent’s responsibilities to CPA or the
State under the contract;

(b) a reasonable person could expect the connection, within the overall context of Respondent’s
submission of an Offer, possible selection as Successful Respondent or its performance of the
contract, to create an issue for the agency’s consideration relative to a potential appearance of
impropriety or conflict of interest; or

(¢) the relationship is with a CPA or other State of Texas employee with authority to make decisions or
recommendations on state contracting or procurement or this solicitation. For purposes of this
provision, those persons with authority to make decisions or recommendations are those persons
who fall within the definition of “purchasing personnel” in Section 2262.004(a)(2) of the Texas
Government Code.

C. Continuing Duty to Disclose. If circumstances change or additional information is obtained subsequent to
submission of the Offer, Successful Respondent’s duty to disclose under these provisions continues under the
term of the contract and does not end with submission of an Offer or receipt of contract award.

D. Disclosures under these provisions are information that will be evaluated by CPA; however, all information
provided will not necessarily lead to a restriction or disqualification. Issues will be considered on a case by case
basis in the best interests of the State of Texas. If Respondent is in doubt about whether information should be
disclosed, Respondent should consult with its legal counsel. Failure to disclose any required information under
these provisions may be cause for offer disqualification or termination of the contract resulting from this
solicitation. CPA reserves the right, in its sole discretion, to determine if an issue should result in offer
disqualification or termination of the contract.

Signature of Authorized Representative Date Signed

Printed Name & Title of Authorized Representative Entity Name (“Respondent”)
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SECTION VII
CERTIFICATION REGARDING PUBLIC NATURE OF THE OFFER

The Legislative Budget Board (LBB) has established a database of state agency contracts pursuant to Section 322.020
of the Texas Government Code. See the LBB website at www.Ibb.state.tx.us. Following the contract award resulting
from this solicitation, CPA plans to upload to the LBB contracts database the complete contract, except for information
that is not subject to disclosure under Chapter 552 of the Texas Government Code. Information that is not subject to
disclosure under Chapter 552 of the Texas Government Code must be referenced in an appendix that generally
describes the information without disclosing the specific content of the information. In submitting an Offer in response
to this solicitation, Respondent acknowledges that it understands and accepts this requirement.

Respondent must initial below EITHER Item 1 or Item 2, as appropriate. DO NOT INITIAL BOTH ITEMS.

By signature hereon, Respondent certifies the following:

1. Respondent does not assert that any portion of its Offer is confidential.
OR
2. Respondent has stamped in bold red letters the term “CONFIDENTIAL” on the specific part
or page of the Offer considered to be confidential by Respondent. In the table below or as an
attachment to this form submitted with the Offer, Respondent has identified by page number(s)
the location of all information in the Offer asserted to be confidential by Respondent as well
as provided an explanation, including any relevant legal authority, for why Respondent
reasonably considers the identified portion(s) of its Offer to be confidential and exempt from
public disclosure under the Texas Public Information Act, Chapter 552 of the Texas
Government Code.
Page No. | General description of the Explanation, including relevant legal authority, in
of Offer designated information support of the confidential treatment of the designated
portion(s) of the Offer.
Signature of Authorized Representative Date Signed
Printed Name & Title of Authorized Representative Entity Name (“Respondent”)
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